I. INTRODUCTION
As a society, we are relying increasingly on rapid access and information processing. The proliferation of cheap computers and computer network increased the problem of unauthorized access and data theft. It may be contributed in the need to take into account the security engineering mathematics qualities and physical security systems to develop more efficient approaches, Cryptography is one of them. The demand for cryptographic technologies has increased because of the need to transmit information privately and secrecy to public networks that can intercept. In the past, encryption was used only by governments and military. At present, Cryptography used available to anyone. It is considered one of the most important means of maintaining the confidentiality of information, privacy and access control. It also used in the field of identity authentication and many other fields [1] . This paper is organized as follows: Section II describes some of the research work related to this study. Section III describes a brief about background of encryption and presents the main cryptography algorithms used in this study. Section IV explains in details the proposed algorithm for hybrid algorithm cryptography, Including all components and technologies involved. Section V discusses the performance analysis and the results. Section VI describes in brief a conclusion of this study.
II. RELATED WORK
In 2013, Naser and et al. [12] developed a hybrid algorithm by combining three algorithms AES, RC4, and a serpent. The hybrid algorithm provided protection against most of the attacks using encryption and tried to ensure the confidentiality and secrecy of information. In 2015, Rafael and Antonio [13] proposed a modification for RC4 algorithm (called RC4itz) using the properties of the Spritz algorithm. RC4itz outperforms AES, RC4 and Spritz algorithms in term of performance, secrecy and randomness. In 2014 Himanshu and Vishal [15] developed a new hybrid approach using two algorithms AES and DNA. In their algorithm, the information split into two segments: one encrypted with AES (128) and other segment used DNA scenography to hide the information. In 2016, Karandeep [14] developed a new novel technique which is a double security layer algorithm. This algorithm consists of RSA algorithm and Deoxyribonucleic Acid (DNA) using cloud environment. The former, DNA used to encrypt information followed by RSA algorithm to encrypt cipher text result from DNA algorithm before storing in cloud servers. In 2011, Xue Sun et al. [10] present a new hybrid encryption algorithm to protect the instant messaging system using the AES for encryption, SHA-1 for authentication and RSA algorithms for key exchange to implement a hybrid encryption system. This was implemented over an Extensible Messaging and Presence Protocol (XMPP) based IM server and Java based clients. In 2016, Tutt and et al. [15] Proposed an efficient secure end-to-end messaging system that Consists of a combination of symmetric key cryptography (AES 256 bit) with temporary keys for individual message security and using Elliptic Curve Diffie-Hellman cryptography for key exchange and message authentication (HMAC-SHA384).
III. BACKGROUND OF ENCRYPTION

A. Symmetric and Asymmetric Encryption
Symmetric encryption also called secret key encryption where both the sender and the receiver depend on the same secret key where the sender uses the key to encrypt the message while the receiver uses the same key to decrypt the cipher text. This method is faster than the public key encryption method and less complex [3] . Some examples of Symmetric encryption: DES, 3DES, 3DES, AES and IDEA. Asymmetric encryption also called public key encryption; it uses two keys instead of single key [2] . The public key can be published while the private key kept in secret. The information www.ijacsa.thesai.org encrypted using the public key and then can be decrypted using private key [3] . Asymmetric encryption works slower than symmetric encryption and sometimes preferred to encrypt the secret key for symmetric encryption over digital networks safely. Some examples of Asymmetric encryption: PGP, DSA, Deffie-Hellman and RSA. Fig. 1 illustrates the two types of encryption. 
B. Stream Cipher and RC4
Stream Cipher is a Symmetric key cipher where the plain text and the pseudo-random key (key stream) are combined by xor operation. In the encryption, each byte of plain text is encrypted with the corresponding character of the key stream. An alternate name is the cipher state, where the encryption of each character depends on the current state. RC4 no longer provides complete protection also it may generate a weak stream key as a result of user-defined weak key, but still widely used in different applications due to the ease of use as well as its speed in encryption and decryption [4] , [7] .
RC4 algorithm itself does not encrypt anything but generates pseudo-random values called the Key stream used for encryption using xor with the original text then decryption using xor operation with the cipher text [5] . RC4 algorithm divided into two basic phases (Algorithm 1 and Algorithm 2 in our context):
Phase 1: key-scheduling phase (KSA) as a preliminary stage that requires the following processes:
 A user-defined encryption key is specified between 0 and 255 characters (as length).
 A state Array (256 bytes) created and denoted by state. Initialized from 0 to 255 values, several substitutions performed on state array by combining the ASCII code of the encryption key with the state array cells. A new state array is produced that contains all possible cases, but arranged random [6] .
The original version of RC4-KSA can be summarized in Algorithm 1.
Phase 2: Pseudo-Random Generation Algorithm PRGA. At this phase, a new state array created with Pseudo-random values [6] . When the process of generating Pseudo-Random bytes completed, the encryption process begins by executing xor operation between the key stream and the original text, the decryption process executed in the same manner by doing the xor operation between the key stream and the cipher text to produce the original text. The PRGA can be summarized in Algorithm 2. 
C. DNA Algorithm
Biological DNA can be used in steganography and cryptography as the storage material. Molecular computations can be performed with biological DNA structures and then applied on the classical ciphers [8] . Several projects in genome www.ijacsa.thesai.org sequencing offer the possibility to exploit digital DNA databases (NCBI) for the cryptographic purposes. Deoxyribose Nucleic Acid (DNA) has a helical shape, included of 2 long strands of nucleotides. A nucleotide has one of 4 bases: Aadenine, C -cytosine, T -thymine or G -guanine. Utilizing coding method, any digital data can be transformed easily into DNA sequence using 
A. DNA Indexing Algorithm
DNA Indexing is a stream cipher and symmetric algorithm that encrypts one byte at a time. The bases of DNA cryptography are to transform one byte of data to a series of four chromosomal. The next stage is to find four series out of the chromosomal series selected as a key for encryption. The chromosomal series selected from public available databases (NCBI database website) and used in the implementation of our algorithm, an instance of the selected DNA database presented in Fig. 2 . DNA Indexing can regard as homophonic substitution cryptography.
The fundamental of homophonic substitution is to make an array where every Byte of the letters has a specific number of replacement values. The substitution operation of DNA Indexing cipher is simple to achieve, but the reverse process is complex without knowing the key because the distribution pattern of the cipher text is completely different from that of the plaintext [11] . Each byte of plain text has a set of values used in the replacement. The number of replacement values for a byte will depend on its appearance in the chromosome. If someone wants to reuse the same key for many encryptions, then it will be useful to transform this cipher into a homophonic one [10] . 
B. DNA Indexing Process
Encryption process can be summarized in the following pseudo code 1:
Step 1: Key dictionary calculation:
 Convert every Byte of plain text into DNA series, for example:-Current state byte=114=01110010  11=T, 01=C, 00=A, 10=G  114=01110010=CTAG
 A search performed for every 4 chromosomal DNA out of the NCBI chromosomal series, the index of that position saved in the key dictionary.
 Finally, each byte of plaintext may have multi indexes in the key dictionary, for example (Table 2) : Step 2: The encryption process performed by replacing one byte of plain text with a value from the key dictionary as illustrated in Table 2 . For example, the substitutions or the pattern (CTAG) could be replaced with any one of (65, 3154, 4687, 9637, 13586, 25697 or 36548).
Step 3: The final output of the encryption process consists of key index as integer value, for example: Current new-state byte selected from the substitutions = 36548. In our proposed design, the modified KSA can be summarized in Algorithm 3.
Another modification suggested improving the original PRGA as appears in Algorithm 4.
The decryption process uses the same chromosomal sequence of the encryption process as part of symmetry criteria. This section introduces the performance analysis of RC4-DNA-Alg based on three main parameters; Cipher Secrecy, Randomness, and Entropy. In this paper, the same inputs are used to examine the original and the modified version of RC4 algorithm in terms of Average secrecy, Randomness and encryption time using 100 random plaintexts for of variable length (128,256,512 and 1024 byte) and 100 random key of variable length (32,64,128 and 256 byte).
A. Secrecy of Cipher
Measurement is entropy. It represents the amount of information exist in a random variable, the exchanged information, and the amount of information shared between two random variables. The key equivocation H (K|C) defined as -the amount of information about the key used that is revealed by the cipher text observed‖ As shown in the following equation:
Where, H denotes entropy, K for key, C for cipher text, P for probability, for length key, n for length of cipher text. Table 3 shows RC4 compared to RC4-DNA-Alg on average. It is observed that RC4-DNA-Alg provides more secrecy compared to RC4. 
B. Randomness Test
Randomness Test is a set of algorithms that find out whether the distribution of data is random. In this paper, three algorithms of Randomness (run test, frequency test and block frequency test) are implemented to evaluate the randomness of cipher text (Table 4) . It can be observed that RC4-DNA-Alg provides more randomness values compared to native RC4 (shadow color).
C. Time of Encryption
Encryption time (Table 5) has been tested on a machine using CPU Intel core i5 2.4 GHz and RAM 8 GB under Microsoft windows 10 enterprise 64-bit. Table 6 shows the result summary of encryption time. VI. CONCLUSIONS Current research introduced a new hybrid algorithm (RC4-DNA-Alg) by combining RC4 and DNA algorithms. It is validated that RC4-DNA-Alg enhanced the secrecy level of the cipher text for all tested sizes of plaintext using four different key sizes (32, 64, 128 and 256 Bytes). Furthermore, got more stable randomness test than native RC4. The enhancement steps added an overhead around (17.50%) to the execution time of original RC4. In future work will focus on developing a key exchange algorithm in order to implement the instant messaging system based on this study.
